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Tt^zMW) * vr-f"<-x 1021 \z\$mkv>r tr^^un^-^ 

y-XIP7KV^ (SRC) J ?fUr^->3>IP7K^ (D S T 
) ^^C0;l/-;VM^^^> (ACCEPT) . JgS (DENY 

) , ^ (DROP) * W0tte<7>M^& (PROC) fc^-mgUT-fcO&tf* 
£>&£o T ^ ^ » ^ - ^ (4-& «mf£7E $ *i & O t?, *<7>£t£-£7?-t* 
IWfPU^ hf-^^-^ 1 0 2 1-C«#LT*3< 0 04(C£v>T. TX3"JX? 

(*) litttOTKP^^U b7^^» "ACCEPT" \*>* 

^ryY^m, "DENY" 14 I CMPi^-Ifilit*^^ MES* "DR 
OP" {4 I CMP^-jI£n£ Lfcw^jr > 7 Mi^ffif'^to 
[0 0 3 6] 

115(4. ussbi o 3 izm.it h titzm^') ^ ho— w*^i-«s:ia'c*&o it 

0 3(C(4, 1 oJSUhO I PT KVX^t>*^in h**««F$tfC 
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[0 0 3 7] 

RECON) . HA (INTRUSION), ^(DESTRUCTION) * £<D$&m$H 

intrusion: (src: $ ts ource_i p_addre s s( 

, DST : *, PROC : DROP) 

SOURCE_I P A D D R E S S( J <DUfr&. £ 9 ist^m 

[0 0 3 8] 

1. 2) i&ffc 

l . 2 . l ) ^ -7 h "7 * >; 

t-bf** 0 If, 7 7^7^t-^tn:j3v>t, ^>^-^7f3^^> 
1*3*5*';' b 7-? A^faiffz I P/^y b £WiM^ ^7x-^l 0 0 "CtE 
x.fc&, ^fg I P^ v b *>**r ^7^)^10 1 ^m^rt^ (XT'? 7A 1 

) o 

[0 0 3 9] 

K!E«£*i-CV>& I P7 Kl/^W^f-f *-va> I PT Kl/X4f 

<Dffim*T?-txmm } ) * vwm&i o 2^m2ji-& 0 T^-t*$wj* mi 
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* t -y ?° a 2 ) o ip v y mm i p y h mn. 1 

0 3^$^u mmtfziii&iis M^tz>kos^v h<7)mm^tm'Mzm-fo 

[0 0 4 0] 

„ st^ry h7^^10 1 frhXti LfzV-X I PT KV^^fMil 0 2 2 

tfe^SBl 0 2 2 life* <VT trJzXMm*' -fr<DM&4kftb\j3L tz 
y-* I PT Kw^i^l^-L, ifi^#*ill7ti-ft^<7)T^-fex$iJ^;v-;v^ 
ML, ^-y 1-7^^10 l^iE-To 
[0 0 4 1 ] 
1. 2. 2) ^-y hft£ 

^tc, mmUl 0 3-C(±, f7^;^10 lX^mZtitz I P/^-y b 

££#MU ^l-^^rtSaM^ >?7^-* (1 0 4&&v>(il 0 5) 
^-T^ (Xf 7 7A3) o EI5 tc^i-J: ^ ^IfS 1 ;^ h fV^ 

fO-y3>IP7KI/^i:^U ^-f& * 0***«S»^-JCt±, i2W 
l*Jg»ff 4 >^ 7 i-* 1 0 5 ZfrLXMWk I y YZ&t l9^fi2^*£3£ 

f^o &%cirz>i><Dtf%^m&Ki^ miofoUMmj >^7x-xi o 4 £^ 

[0 0 4 2] 

I P/^y h^TO^-y h7-^4MEl$^:f^:(i, ^ I P^7 h 
(±I*Jg|S^-y F7-^ 4±<7)1^0^t-Ait3 0 1 KillitU WrfcW-^x* 
&m'?2>tz#><Dtl>m&ftt>ti2> (Xf -y"7°A4) 0 
[0 0 4 3] 

—77, I P/^^ y ^^g2^5t^tt^^^{i, -e<7>7°n-fe -y -9- 2 

rt^M3ffi^r£^^W Client W 2 0 2^ii£]-<r-£ Uf ^AS) 0 
Kf, &t*)mW.2\±, 7 r>f 77 *-;H£S 1 frh&mztitz I P/^-y h 
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0 ^flcftKli, jsfc $£fi 2 KfS&O IP7Kl/^*«^T5)*l-5J:^ &l5»c 
fcJfcLTfc J:v>U &&v>fiE]8 KTjk-TX o =?frm?$U> 10 31:7 VUxm 
0 3 1 ^fit^^ A7J I P/^y FOf^fa->3 > I PT K 
]/^%$ot 201 P7 KV^H#§mx.^_hT% fcfc l)if2CliI P 

[0 0 4 4] 

1. 2. 3) exjtft 

IP^t-yh^ft, &£:0£lg2fi. 1|(7)t-lf7i:Lt, WWW^Te 
1 ne t &^1 oja±offiftofcO&i6#1-&o fcrtfU 

7 7^^yXfA^7^-b^^f-^^-^ai^J:"(i- Wftfoft < 
iUv> a ^ffcWK«±, 08x.tf, Te 1 ne t ^- If XOi#^&*U2\ Log 
in/Passwor d7 p n>^h^fifOX*i:i>fL , r, t^tn^ 
ffoTU ^— ffCio^ 7 -t - y * iL-^t ^ J; 9 y x 5: fel f I) i 9 i: 

[0 0 4 5] 

1. 2. 4) g&ftfcl 

>kK, i)il2W^M2 0 7°n-t-;t2 0H^IftI?ti 

7^-tX^f^>Ihli^V>J tv^i9^*ft^ IV u s r / 1 o c a 1 /w 
ww/ 1 ogsf^n ';TO:77^f^S:ti3itfltliiH fcv^J:^ 
fc&ttfc^&^-eab* (#L<(i> H12#bs) o :ti^^ft^Iin$ ft 

[0 0 4 6] 
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1^77- h t 1X7 7^7^^-^11^11^ (*xy/A7) o 
[0 0 4 7] 

• RSAJ : h n A <D^M^ TiJTjy Y OiiJn^ iro/* * * ktkh 

• rfifcKJ ! P i n g Of D e a t h & tf *7fm%M 

r/ l o c a l /www/ logsf^n U J[JJL^JZ7 r ^ ^ 

fi&v>J t\<*7 4kmzMR-t& id ^^i:ov>tl±, ? K 719:11 wnOTtete 

[0 0 4 8] 

1. 2. 5) T?-fe*fiflJfP';* h^Hff 

77^f7^#-;vtli Kibnt&IW^-^iJ^i o 7-eti, fflifti 
>Hx-x 1 0 6 ZlfLX&t *9 2frh ^jbin Lf:77- h £#MU Bfr 

[0 0 4 9] 

* Ciot, JfcSftSU 3£*f t" ^ § T * -b X ffl|$P ;p - ;v r> & ^ £ £ f fi 

%>tztb<D W&h % % 5i£ tHo fctx. If, 

(SRC!$ iSOURCE_I P A D D R E S Si , DST : 1. 2. 3 

. 4, P ROC : DROP) 

tUmZtiX^&m'k, T$ ISOURCE_IP_ADDRESSl J « 
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W\ 77- McfE«£*i£v-;* i P7 Ki^Tfi&sn, 

(SRC: 12. 34. 56. 78, DST : 1 . 2. 3. 4, PROCID 
ROP) 

t^^fz^^m^cor vtT.mm^-^Km&zti&o fit, '^scT^-t^ 
mm^-^te. r ^-t^in 'jxh t=3s^ i o 2 i*j<7)HffM^ 1023 ^mm 

T^-bXftUfP'J^ Ff-^^-^ 1 0 2 1 Cil^mii^tL&o RtV- 
^IP7 Kl^& J: (Jr-V ^fn-y3>IP7 K V7,<n^ i> or * -t^ftlj 
®;i/-;M«CT^-b*flflJiP'; X h-r-^^-^ 10 2 1 ^il^tiTv^it^ 
KW\ MffM^l 0 2 31^ ff7t:tcdISn$tL^T^-t^^^-;v^^tc^ 
£J: 9 ^M^T^-b^tlJ^ 1 ;^ hr'-*^-* 10 2 1 £Mfrf &o ££x.l£ 

, T^-t^iP';*^-^-* 1 02 i of£S**^>:friB]<7)5fcg|Kfi®-t- 

[0 0 5 0] 

1. 3) 

i 1 Ilii07 7 ^ 7^ ^ - ^if 1 tli, l£2fg& l o 3 ^^-c, m^V 
X btf^f^->3> I PT Vl'Atom&ttjkkZX *K &b 

I P7 KV^i LT. rtSR^y h 7-* 4 &c & It £ <£> I PT K^ff 

fcflSfc?- S-t-C, 1 ^<7)i3<h f)if2 -C, h 7-? 4 Ji *3t 

[0 0 5 1] 

rCodeRedJ TN i m d a J fciTOgl&lSSfcHiflB* 
(i. &2>MWiLfz I PT Kl/XOgf^t.7>m: I PT K^^L^ 

[0 0 5 2] 

7r^f7ft-^tl«iir/^7x-^ 1 0 0H#J«5^"C«b 
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ili77^f7^*-;vili £ rP-i-TJ tv^M*to e 
[0 0 5 33 
1.4) JWfrfll 

0-c&& o 

[0 0 5 43 

0 9 tc^rr«fc -f >9 — *y h 3±I I ZTX^7€^^ h 3 0 1 (I PT Kl/^ 

: 1 2. 3 4. 5 6. 7 8) ^ t) , ftSB* y h 7-* 4±lZj h*T 
-smW 4 0 1 <Qi><7)t-f& 0 £ h 13, ^f>^-^^3^ F*Jg&* ^7- 

* 4 t^W:7 7^f T^^-^fii^a^n, susw**- h#-?|-e&£ 
TCP 8 0#*°- htCi3V»TWWW-9— tf^*}|tti-&iJt £gfi 2 ?& ? i£e $ *i 
T^2>i><Dtt&o ttz, ftU*y YV-t? 4<D*y h7-^7 VUXt LT> 
n. 2. 3. x/2 4 J a*ffiv>e>*LT*5lK t-A'gf4 0 1 icti |~1. 2. 

3. 4j tv^ i pt yuxtimfcZftx^z>i><Dt-rz> 0 

[0 0 5 53 

3\ &«i7C** F301 liWWWt- tr^^^1-^gi*s^«fg^^o7-A 

6 n. 2. 3. x/2 4J Tl. 2. 3. lj ^iiog 
&5fct LXMlRLfzi>(Dt-fZ>o Z\<Dt%, i%mjt*x h 3 0 1 ^^OT^y h 
7-^4 ^ftltT, SYN^7 h (V-X I PT KlxX : 1 2. 3 4. 5 6. 

7 8, f^f^-y 3 > I PT Kl/X : 1. 2. 3. 1) &mmZttZ> 0 

[0 0 5 63 

^iSYNA't'vMi, if\ 7r^T^*-;i^gl<7)^iil§.f >^T^ 
1 0 O^iJiiL^iL £*:*>K/^<;/ h7^;^l01 Kf^tSft&o 
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yiSYN^^KOV-^IPTKVX [1 2. 3 4. 5 6. 7 8J tf-f 
*r4*-~>3 > I PT KV* n. 2. 3. 1J ttititl'f&o Z<Dm. T ? 
•txfflffl)V-)i>(D%t.m*l%!b2> titbit y°u h [6 J (TCP^t) 

^ T8 0J &£*£tB7J-C§£ id CLTtlv^, 3^l«iroi#!l 

I PT K^ifUf^ 3 y IPT VU7,fzlf%At)ir2> 

i><DtirZ> 0 

[0 0 5 7] 

T^-fcxftijfiPjx MfasBi o 2 iztoit&TP'txitm 1 ) * 1 

0 2 Hi, #!)x.ii\ E14<7)id^^ J r^ hff^-eiE^^tL/iT^-t^tlJ^) 1 ;^ h 

£^LT£>i?. S R C 7 - K t D S T 7 ^ - ;v K t OS ^fi^fr * , PR 
0C7^-;v K**7 * ^^M^^-ett-rtt^-To 
[0 0 5 8] 

1 0 2 2"Cii, b7^^10 1 frhXJjt - 

r 1 2 . 34. 56. 78J 33 i r-V * -r -f *-v a > I PT 

ki/x n. 2. 3. u fcofifcitfcSMr-fc it, mw%T? j kxmm>\'-)i' 

* m $p ;v - ;v 4- # bs t & rt ? <b „ # ;v - )V co £ £ ff f B A7J t <n itm. £ ft v ^ 
ii^-r^ftlooT^-b^^^-^^Wttii-ao -oB#*-e(i, r (src : * 

, DST: 1. 2. 3. 1, PROC : ACCEPT) J ( TPROC : ACC 
EPTJ (U^lP^y hotl^t) b^oTf-tzfflWn'-n'&M'&L 
tzt-t&o 4fcsfc«Bl 022 (i, r (SRC: 1 2. 34. 56. 78 

, DST: 1. 2. 3. 1, PROC : ACCEPT) J h"7^;V^ 1 

0 1 Kjg-fo 

[0 0 5 9] 

T^-fc^ffiJW^-^^Wofc^ > h -7 ^ l 0 1 Ji, i§R/i/-/KDP 
R0C7^-^K^#fiBU TACCEPTJ t?£>& - t *«Bi"* £: , 

[0 0 6 0] 
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m^x, iigi 03m $it$o^ip^7^fuf^-y 
tffmzinr&v) , i r i . 2. 3. u -c^^feottSo z<7)m& 

, W&U 1 0 3 (i, A7J I P/^^-y FOfaf^ v a > I PT KlxX n 
. 2. 3. 1 J ^Bfigvj* McfB*SfrTV**0£ltBLfc^ iiA^ I Pa? 
^•y h £33fc !5^fS2^^$tLrv^S|2 0|*lgBjiM^ 10 5^ 

tmm-tz mi omm 0 

[0 0 6 1] 

1st ^12 1^ £2 OrtSBiUff ^7i-^ 1 0 5^fcMZtlt:£X<D I 
P/^ y h f^f^t-f 3>IP7 KI/^OMi: i fci^tftlt 

N/^y h £^t#tt& <h*^ SYN-ACK/^7 h£-€-«9V-.* I PT K 

h 3 0 1 ) ^ffiJltTm^J-r^o 

[0 0 6 2] 

ittm^ yT^T^x-^mwixmrn^^mmioMztix, 

[0 0 6 3] 

Dgf 2t-li, yn-b'7f2 0 1 tWWWt- tf ^ £j$c^tc*x b 3 0 1 

7C*xh3 0 1±<^)7-Ali, 1st i)3II2±OWWWt- tf^fcitLT, ^ 

TGET /default, i d a ? NNNNNNNNNNNNN (2 0 0 

-%u 0 0 0 0%u0 0 = a HTTP/1. 1 J <h 

o £ ^ <b i & „ §^ijt £ & -y -t - v * wwwt - tf* l r A7j 
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[0 0 6 4] 

ijtS*MnSI$2 0 2(±. Wn-byf2 0 1 lOWWWt- tf*<7>jtiE&IM^ 
[0 0 6 53 

wu r 7-J*&&£<D^\£-i:W&mi-mWr* rc : ¥W i n d o w s 

j is? Yvifb-t&t, z<7>W)iwm 1 2 iZT^-nE-Bmi^my r ^ )vp\<d 

TWR ITE, Cl¥Inetpub¥wwwroot ¥_v t i _ 1 o g ¥ 
*; INTRUS IONJ ( TC:¥Inetpu b ¥www root ¥_v t 

HiSS-r^o ioti, #:S&|ftfclS& 2 0 2 14. T;J J^T^tiL, 

INTRUSION (HA) ^^-T^^^o^^^J^i-^o 
[0 0 6 63 

X I P7 Kl/7%t, tfcffi $ flfcgtJfcO # t- t&* riNTRUS IONJ "C£> * 
CI t ££o h^:h tz*b<DT*7 - h U 77^77 * -;v|£B 1 O^ljfp^ > * 

7x-7io 6^mm-rz> (m 1 i#jbq 0 

[0 0 6 73 

ii^>^7x-7i o 6tti?^77 - MiRfr»/i'->H s !Jj£»i o 7^ 

mmzn&o Tv- YtDxtiz^ftzmm^-^mTzUi o 7 iz, ±.mLtzx^ 

\z, WM^-^Z?mLtzX? i)-7°h*. Mx.lf7 7^f;««Ltv^ 0 
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[0 0 6 8] 

intrusion: (src:$ is ource_i p_addre s si 
, dst:*, procidrop) ••• ( i ) 

^-/i^MSBl 0 7I±. |%®;v-;K7)^-7T^^%tf-hH#Bst, TINT 

rusionj ^T-n*'; ^(D-tiRSW^-^^**^: (i) -et 

7 Kl/X T 1 2 . 3 4. 5 6. 7 8J (t^^Sx^ I P7 Kl/X) 

Ciot, T$ ISOURCE IP ADDRESS! J 

(SRC : 1 2. 34. 56. 78, DST:*, PROCIDROP) 

• ."• (2) 

fcv^T*-fc*ffl»^-^*£Jfi't* (TDST:*J tttefco^^-r-f*- 

f&ijfp >jxf wssg i o 2 ^itSo 

[0 0 6 9] 

T.nm^-^^xti^^xw^mm.ui o 2 3«t^o mbhulssbi 0 2 
M£tfdo -e<». 7^w»n>f-^^io2iiJ> 

ic^ftsa*^"? ^ (2) • «r5feSfT^jiJni-*Ltf iv>o o 

(SRC : 12. 34. 56. 78, DST:*, PROC:ACCEPT) 
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(3) 



^mwfc^Mm^ fcmu io2 2^v-^iptk^ r i 2 . 34. 56. 

7 8J £^tfA:ft££lt ^ (3) -e(±&<5£ (2) &tfcSfS**:L 

-cmti-f & (0 1 3#M) o 

[0 0 7 0] 

#5*%** > 3 0 l±<7)7-A75»^<7)?Sc^afe^ LT, l~l. 2. 3. 4 
^_ ; ^f 4 o 1 IciojttfcS YN^t y f^T^T^t-^t 1 KMM"t 

^ m=3®^ i o 2 frbm&ir&T vk^mm^-^t lx^: (2 

) fcgltUfc&O-C, PR0C7^-iVK« TDROPJ Kftv*, ^I^SYN 

>y h *mm-?z> (m 1 4 #hb) 0 

[0 0 7 1] 

J: 7 fc»fE*?T9 W^t:J:^iW»yXf Alt 

h 3 0 l±07-A*t>«)W?), TO^-y h ■7-* 4±c7)-^-/^S 
4 0 1 ^It^-t^tHo 
[0 0 7 2] 

(* 2 %m&m) 
2. 1) mm 

o *»i<?)7 7 >f r * * -;me 5 ti. 111 2 izTF-rm 1 ^w^n^t* 7 
r^yy*- frmw: 1 502 fcjnx., $ e> Kansas 1 0 3 icftx. 

[0 0 7 3] 

HI 5Ki3^T. f§2f£&5 0 1 {±. YZXlJt&k.. ffi £J9-1f3SB 5 0 

2^Xtl I bOV-^ I P7 KU^ttU^U #JS1-&«J»£ i S:flW*1' 

£ o ftgi£fc£lt#&*:. If *£R 5 0 1 tffife<D L § vvfg£ OJttgc 
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i o 4^xzrm2<7)mmm^ >^7x-x i o sn^-ftifrizmjj-tZo 

[0 0 7 4] 

o if#g55 o i^<b3?*3&**&fc, mmmmmus o 2^^ttJ£L7^t!Sut 

[0 0 7 5] 

2. 2) ttft 

[0 0 7 6] 

hcoXJl I P^y hZ^mir&t Uf7^A 1) , /^7h7-fH10 1 
ti, T^-fe^flfiJfP 1 ;* htfSUBn 0 2^£Jt£frT^£T?^xfiJ^;v-^P^ 
#KJ£DT, ^A# I P/f^-y h^SSfcteJ^&fT ? Uf7 7'A2) 0 
$3S*Lfc I P/^? Hi§N*SB5 0 l^|ga£$*L&o 
[0 0 7 7] 
2. 2. 1) 'ffUJt^a 

Sl#SP5 0 Hi, ATjI H^3*L&'lf^<7>d*>^&< HV-XI 

PT KV^*fl«K*a»5 0 2^tti;*JU liIP7 KU^lc^l-^MJgJK* 
H5tf#1-& Uf^7Cl) o fDffifl5 5 0 2li I PT VVXb*<Dmmi£t 

nit^-el^o 0jx.«r, n. 2. 3. 4 : 1 0J 4r^i^ 

r< I PT Kl/^> : <lfj|gJg>J hv>o£ffM£&1-fi : Tifj&£*i&-r* 

* h 77^;l/*fflV^u^f |So 

[0 0 7 8] 

ffiffi*^M^^i3J:r/M*r-eitL(fJ:^ 0 {f Hj^fTO 5 0 2 li, A7J£*v 
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tz I PT KP^^MS-t"^) I PT FPXh«$RJSi:<7)a^l o^o^tL(i\ ^f^ 
lfiSJt£lf2lf^5 0 l^m^Ji-^o i> I PT Fl/XMfjffi«^»J|o 

o) ^rix^ mmmmm^mm^s o i icm^i-^^^ ff^ic r< i p 

[0 0 7 9] 

n^s^a j^k, #isjt^^mc (^i) zmnir&o 

c [n+ 1] = c [n] +C • • • (4) o 
[0 0 8 0] 

2. 2. 2) ««a?fc*^<'<*-y vmm 

5 0 1 fc** L£HBT£t8:5£LT*5#, fit*£c L#HfiT fcOJtlWt* ( 
[0 0 8 1] 

? 4^mm-rz> 0 c <to£ ita, rait^>^7x-^ 105^ 

[0 0 8 2] 

[0 0 8 3] 

2. 2. 3) f«||Ol»^S 

HI 6^777*0 2 lci$tt*««JROM*f^i*ti, ±i£L£:£ (4) ^-ffelc 
. SUO^jSfeabSo 3fc£ (5) K^-fid^ »zi«5 0 l^t>OA*0— 
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, A*IP^7hp^O|L (p) &-b-*6T£>§, ^O&IU/L (p) 

£itij|1-& i^ari &v> 0 

c [n+1] = c [n] +1/L (p) • • • (5) o 

[0 0 8 4] 

idle, m^tt^tf ? /^-y 7 7t-^-7n-tW 
-H'^if (DoS) sXm^Umt Ltz I P/^-y HijE#&iIifrt#£&^ I 
p A-^r -y h tcJt^TA§ &"9-^X£ *>o^ ttf^tztb, Z. 9 L^M^-cnt£M 

fyXrAO |ft$Pl4f £ £ ft * & £ **"C § * o 
[0 0 8 5] 

m<D&ftt LX, -7°n h 3 ;v#-if-7Wefc < > Z^W. IP^^ T C P ^ y ? 
[0 0 8 6] 

^Kftx-T, #12 0 0 1 - 1 0 1 1 5 4<&$R MIAIUifiFttttil) K3B 
*ontLttJSW-^**fl|JRJS«a«B5 0 2 K»*&tro 0 

= (a* i p/<*v vmmwm, xti i p^y* x, ^^tt 
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) £A£1-&o 

[0 0 8 7] 

[0 0 8 8] 

sis (a) ti. fttimmnn*m^tzmmmmmu5 o 2««it 
*»k (b) t±, -e<7>— w^^tffift^oy ?mx"$>z>o z.<r>fttim.m.vcu* 

[0 0 8 9] 

o /i AM r^f £ ft & o 
[0 0 9 0] 
2. 3) 

[0 0 9 1 ] 

H 1 9 H^i-i -9 ^ b 3±0&^7C** h 3 0 1 ^ft^~f 

rtSP^-y h7-^4±Wt-^f 4 0 l^lftf^flfjhSrBWi: Lt, Pin 
g Of D e a t h&^OD o SgC**ff"9 *&*#x.&o 
[0 0 9 2] 
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icoi o gUKE** h301OIP7Kl/^ T1 2. 34. 56. 7 

8J KH-t&m&BZiP. mmW>5 0 1 tcK3e$tt^:LSv»|tJslT"C*tL{f, EI 2 
0 IC^cTcfc^ D o S^Srfllflc-r* I P/^-y Mifcfc *9 £lg 2 ^Ifzi £ n 
, -9— 0 1 lifi&RSttSo DoS&^£L^lt&.fc : ?fcS£S:£*>o*:A 

0 1 0««**ail£$*LSo 
[0 0 9 3] 

§£o fcfcxJf, 0 2 1 tc^i-J: 9 lw, >f h 3±CIt^)*^ h 3 0 

7^t-^t5^flfflg|5 5 0 2 lj , h 3 0 2©IP7K 

[0 0 9 4] 

& U ii#<7)^X h 3 0 2 0«ipS^+5^<&*U£\ lf^S5 0 1 iz X 0 T 

$*i£ 0 il-e, *5t 0^fi2O7'n-t y-9-2 0 1T\ t-Att4 0 l±OW 

&b ^t-^114 0 1<D$ 9— 9— Lt»ftH4o ^WtKi 

, WWW-9--fcf*<7>Jgr£\ HTML7 r>f ;l^JPEG 7 T-OV&tV) 3 >x > 7<7)H$££ 
tWfiv^ L/c^ot, iiHf?>** h 3 0 2 (iafi<i^>-9— tf^Sr^tt* £ btf 
XZZo &b VmW2XUjE1%%T?^Xtf?j:Ztl%miiJkm*m%nZtiZ>Zb 
rf%^<7)X\ m#<D*x V 3 0 2<DI PT KU*fc#?-*te«JKli±£LfcflMi 

§HfiT*jBx.fc&«u SUTO*^ b 3 0 2 frh<n>T ?~kX*Mf&-f2> I P/^ 
bJipW** b 7-* 4 ftot-^f 4 0 1 ^fNStSfi&o 
[0 0 9 5] 
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[0 0 9 6] 

[0 0 9 7] 

(*3*ifeB3ffi) 

ii K&n&mm&i o 3 ^spx.t. hs K^&inmim&mmms o i & 

i^lsSIfII5 5 0 2 ^o 
[0 0 9 8] 

^ffclftKti. 0 2 3^-t id *14>3NMB1 0 3 0Mt Ltf20i 
f|55 0 1 £f£ttT&Jlv> 0 j&fc, ^l^Wl 0 3 0frl£h Lr^20|§29 
g&5 0 1 £f£lt&^<i: fcT-S&o 
[0 0 9 9] 

, i:v>9» J #f>^e &&*xl># 5 \ & 2 <7)M#^ 5 0 1 "C— lii 

[0 10 0] 

4. 1) 

111 2 4 f ± , K *3 & & 4 nm%m i:i^»i^tAC077^7-) 
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S7J±> hi 5 0-7 T^r^^-^e 5 tiZ&iizmmmwmu 5 o 2ktcx.t 
<Dtmzxhz>frh, rn-mm^ * u t x mm m&-r & 0 

[0101] 

H2 4(:^tj:9i:, MiSJSlPffiSP 7 0 1 (4, 'JTiVMAfiSf-^- 
^7011. IIMM^ 7012. «Hf HJt-T- ^^-^ 7013. 43 4 U\ 
MfrM3£&7 0 1 4 Srfltx. £o 
[0 10 2] 

7)V?4 AfSSf-^^-^ 7 0 1 1 (4. IPTFI/^, <%rtil<zMB-?2> 

CO I PT KWXKJ&DT, ttfcf £«Ut£«-o IIIH70 1 2 (4, te»3 
#1(3. 'j AjfUJtx-^^-^ 7 0 1 1<7>I*J^£. S$Hf jUJ^t"- ^ 

7 0 1 3^^i-^>o 
[0 10 3] 

&mmm&r-f<-X 7 0 1 3(4. ^m:*fj£1-;Mf $MSi3 

4y f ft^MifBf^J^a.<7)*'^*WSi-^o MfrMgB7 0 l 4(4. ^ati(;Sffi 
ItHE^-*^-* 7 0 13 £#MU P^^F H 14 0 &#^*&m«rHf2aJ£*r 

[0 10 4] 

4.2) fHfKJ^WS 

^^(C(4. A7J IPAtn^7^V^r/^U 43 h 19HS2 $£:(4l*]g& 
* y h 7 - * 3 ^§£>*-f & t ^<7)M(4. S 2 HMf^S^ 77^ 7")t- ^^fi 
5 h|WJ— (HI 6 <7)X 7- 7°A 1-A2. C 1~C3. A 4 -A 8) 0 

/it. ^ni&m^M mmnmu 7 0 i(4, wttmt&ft t-c, an: 

[0 10 5] 

m 2 5 (4it iiij^ffssK 7 0 1 i3(t^i»iM*^t7u-ft- h-e 
if, mi 6co^T--y7 p c 1 \,z&\**xm&jst<oi&mii s fft>*Lfc£&* ^ 

J£<g&8&7 0 1 (4. V T;v?-f A jfjjfjt 7"-*^-;* 7 0 1 1 Xti t LT 



mSE# 2003-3068034 
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[0 110] 

4. 5) 

K«M****£**«*«>^ SDRAM** MFS-CM&iHt^t 
^^a^^o Iifitf-^^70 1 3(iT*** 

[0 111] 

IW7 0 1 4 CUfiiflff-^^ 7 0 ISOlf&I 
[0 112] 

(* 5 mmmm) 

M« 7 0 1 OftftftUWfti, B 2 4 , B 2 5 * J: 0* 4 *tt£fto*?ftH 

[0 113] 

(#6HifcS®) 
6. DM 

0 2 6(4, *&h o * 6 mmm iz x * %*r&* ~> * x a *> ? T * 7 *, t - )V 
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fim<7)7 T J T V * - )VmW 1 iZiaif^m^l 0 3 Kft^T, y>" 7 7 7 9 0 1 
1 &£Z? I CMPI£}1§|S9 0 1 2 £;|tr1-&S§2$gK9 0 1 m&f h tLTv^ 0 

[0 114] 

^779 0 1 1 fix ^CMJ:?^ h7<;^i01J: 

h7-^^tat*C, I CMPKSSB9 0 1 2^^0^a6tc^UT 
> WmLtd'r y h £fjl2 (DftUMM 4 y^-x 10 5 %frLX&b 
2^S^f-r^o I CMP1®9 0 1 2 (±. MKonUMfeJ y?-7^-7 1 
0 4 K*3»t£ I CMPa^7 hO^f^IIL, I CMPx5-^ 7 h 

*tfllU:il, '*?7T 9 0 11 M?£l£g;fc1-&o # 

[0 115] 

6. 2) »ft 

m 2 7 (i^ilfit: J;^77^77t- 9 <ai&ffc£ jjrf? n -v - 
h"?£>& 0 ST\ 1111*77^77^-^11 tEHSU^ Wifrfg-f 
1 0 O^^LT^f h 4tf»&$#LfcA* I P^y M: 

ov^-c, /^-y h7^^l01 i:«t57 U Uf-;7A 1 , 

A2) o 

[0 116] 

$3SS*l£I P^y Hi|£2g§R9 0 1 (0^7779 0 1 1 IZWfttZti 
7 7°E 1) , M^fefttcUl OrtSPjiM^ 1 0 4 £^L"CI*|g&*-;> h 

7-^3^m^n (^x-y-7°E2) , tr^^ttm$*t* Uf^y 

A4) o Z\<7)Wj&^ tzt^yfm^y v YX&^Xi>ft$fr*v V*7-?^1fcmZtl 
h*±^S*^**LTV^v>fce6^ SYN^7 
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o 

[0 117] 

I CMPE*|gB9 0 12li, >^7x-^l 0 4 T- 1 CMP 

(RFC 7 9 2fB«c) SilCMP^^ortSfc 
#JSLT, PJ$§^£*nfc-£*jL7-- I CMP^-Y 7° 3) 

l<a ^ ^-^3>I P7K^»tA' 7 77 9 0 1 1 CSHt 

[0 118] 

Sl^*$»t^7 77 9 0 l l li, 4?&< ch^v-x I P7KU^R< 

A5~A8^HtT$tL^ 0 
[0 119] 

t & uc, ii&^tc^^ffl 1 p t vv^x<DXt} 1 p^ - 7 j. 

[0 12 0] 

7. 1) « 

m 2 8 *§&w<Dm 7 mmfmiz «t ^s^tp ^ a 7 r >r r * * - >u 
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ffi o 7&±vtT?*xmm>)x humui 0 2i:fut, ^gpift^i^ 
~^m^ui oo ii3j:a^rs»»!R#§T^-t^«o«i';^h»a!«i 002^ 

[0121] 

2*f>£WRofc79- «(ft*Stt5 0 2*J:O p 7 0 1 fc#LT 

§7***IW»;w-/i,*fc5gu 7*-fc*ffl#m;;< h*SSBl 0 0 2 iz^<o^m 
[0 12 2] 

f«SfI^5 0 2^J:^7 0 Hi, l»»^-^JpJsg«p l 0 0 lfrbO&mft 

Mtssbi o o 2t±, mm^-Km^i o o i^f>oM«f^*$tt-c, 

[0 12 3] 

7. 2) »ffc 

[0 12 4] 

t-r\ <i h 4frbmmLfzxj] i pre*- > 77-^7^*-^ 

iSl01: ^^ ^g2^Stz»£*i, fcfc OHIf 2£*v>t\ ^f£A7j 
[0 12 5] 

s&i o 7 turn**), mmmz^mirztz®<Dmm)\'->i>tf^m&7£ztir^& 
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RECON: c ($ iSOURCE_I P_ADDRESS| ) -= 1 

• • • (6) o 

[0 12 6] 

Vm4 y 97 3.-7, 1 0 6 £iiLTV-* I PT [12. 3 

4. 5 6. 7 8J SrgtT^-h^ltJRSfc, IW^-^J^gB 1 0 0 1 fi I 
PTKP* r 1 2 . 34. 56. 7 8J * 1 MJt1"& fcflUR U 

t^zmmmmmus 02/701 kj^-t&o -t&fr^ 

*-OV-* I P7Kl/^<7)ffS^M$^ 0 m*iJ£1f &S& 5 0 2i±m 
2 Hifc^Sf?IB9§ Lfc X -9 KflMRRfcMSr U M«J££&S& 7 0 1li|4 Hi&B 

[0 12 7] 

-7 r T^-^g 1 0 &cj3V>T, R»»^-^JpJ3eSBl 0 0 lrtt-, 

p^^-^Wte^ 1 0 7 tmwtK. r 7 -kxmmn'— )v<Dx>^mt it^ii^ 

f£) o 00*. WT, ^ (7) C^tiTi:, mifE^: (1) oK|jv-jh:exp I 
R E<0^£iltjnU r 7 H PbI^T^J <h v*? mfoZ^tfZ i £ Q 

intrusion: (src : $ |source_i p_addres s( , 
dsti*, procidrop, exp i re :+ 7 day) • • • (7) 

o 

[0 12 8] 

Lfcj&*oT, 77- h&MVM >?7^-X 1 0 6 ^^LTW^-;^ 
S51 0 0 1 ^fSiiStl* BSHP^-^JfilSffil 0 7 £|S|«<W&T% ^ (8 

) {ZTF-rxoKTftxmmfr-fr&tkj&zti, r?-txmmvx vww&i o 

0 2 tCfrit^tL^o 

(SRC : 1 2. 34. 56. 78, DST : *, PROCIDROP, EXP 

1 RE ! + 7 DAY) • • • (8) o 
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[0 12 9] 

T^-b^fljlJfP';^ hflg|51 0 0 2(±, &SWfr-frm%Ml 0 0 ia>t> 

^fM^fzT^ j t^mm^~^^r^-t^mm } ) * hf-^-^ 1 o 2 1 tcii 

Jjn1"-2)o i<7)<!:§, (8) oiM:EXPIRE7-f-;v M s 7^-tx|iJi;i/ 
, EXP I RE7j->i<h*iz]fefcztitzmztonLfzmqznihLfz±.'e^ r- 

?^-*£Hfr1-£ (EI 7 <7)^T--y 7" A 8 e 
[0 13 0] 

02 9 iz, Tftxmm') * vmmu 1002 cofii^^^t7n-f^- 

M7£>& 0 T^-b^$IJ^>;^ h-r-^^-X 1 0 2 l^Mff^tLTt^ W&V- 
TsTYV* r 1 2 . 34. 56. 7 8 J frh<D\t) I P/<*- y h^"7 r >f T-7 * 
-^ti 1 0 tc^iJiti-^ >*>r ?h7^H10 1 liSiv-^ I P T Kl^x 

ztf-txmmvx hwm&i o o 2^#trr^-b^aij^i;u-;K^^#^ 

[0131] 

r^-bx$ij»';x hfiiKi o o 2 a, iiv-x i P7 Kuxtcitt&i-&r 

?-kxmmfr-frZikm-f2> y/A2_2. A2_3) 0 5* (8) tcffi^ 

exp 1 REy^-^v^m^titz^mmmtM^wmt^itmi-^ u-t? 

-7°A2_4) o 

[0 13 2] 

m&mi\&m$hMfflzmmLx^fzm&^te Uf -/7'a2_4oyes) , 

M&T?*Xfflffl)l<-)HT?- ; tXftm*) X hT-5"<-X 1 0 2 l^^glJ^L 
Ux-y"7°A2_5) , h^T^^ffiJiP^-;^/^ ;/ h7^^ 1 

0 l^ili- (*-ry7A2_6) o MiZ, mmm^&tilS Uf^7A2_ 
4ON0) , (9) l:^t±^EXPIRE7>f-^K^^7^-b^ 

Wfins — rH/ifr y h 7 4 )V? 1 0 1 ^Mi~ Uf -y7A2_7) 0 
(SRC: 12. 34. 56. 78, DST:*, PROClDROP) 

• • • (9) o 
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[0 13 3] 
[0 13 4] 

aceroute&ifcD l~«J tcffl^-r* Jfc^fi 1 9 0 Lt^U mm t L 
[0 13 5] 

x^tiiTmmztitzmmmzi&$i.zi£2 ) -tT\ mmmwLz^mT mi 7 

[0 13 6] 

(»8H*fc^JB0 

03 Ofi, ffloi8IM|t:UiWiy^fA<7)MMa^ 

^7Xn 1 timifbtiX^&o 
[0 13 7] 

*^Jftm«tCi5tt*#*t ^Si2 fi, ^©fafa-y3> IP7K 
[0 13 8] 
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[0 13 9] 

(» 9 ^Jfe^JK) 

* 9 £ (7)77^7-)*-^Ki, ^ i ~ $ s n \z a it * if 

[0 14 0] 
[0141] 

(* 1 0 rnmmm) 

[0 14 2] 

£><5>o $lili«7 7 7 7 * - ;^fi:ii> 7°n^7Aii7 p n-b7ti 1 

0 1 , ±ieh i~i9 mm^m^isif^^fi^tKDmmyxi y ? zmm-tz 7n 

^^A©-fey MrffflL^7°n^'7A^^'J 110 2. 7* -b^fBHfcn; * hf- 
^^-^^^-^Jgffi©f-^^-74t*fti||!|L^7'-^^-^ 1 1 0 
3, iJitf^tt^ 1 0 0, 1 0 4 -10 6j&*t8!»tk*vO>*o 

*iifi<7)^t 0£S«K»;J\ 7°n^7A$IJi7'n-b-7t2 1 0 1, ±|SS 

1 %mm xmm l tz & t *) mm t l x <omm f u y ? * ush- & 7 n ? ? a <d 
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•fey Vi&toLtzyvyvA**:*) 2 1 0 2&J:U f 7T'f 7^t-^ttO^ 
y'u ^ Afe y h £±ffif| 1 ~fjl 9 HJt^JKov^tL^tcKSg-t* - £T* 

, mmcommfm i:±* js^m ->xta^ n^-t & ^ ^ § * 0 

[0 14 3] 

(* 1 1 iiwm*) 

Ti4&<, A-K^xT^Cl^'^tMn^Ht^o lazuli 
[0 14 4] 

m 3 2 (i, 1 1 nmfimjz x zixmum^- ? v ^mmm^m-c 

AfiflJfP7 0 n-t 1 10 1, &tt)mwm<7)y°uy7AMmy°u J t'yy-2 1 0 1 

irtL^T*-*^-* i i 0 3, ±12111 -m9mmfm^isif^^rfi^ffi(Dmm 

fu y tZmm-fZy'uif^AO-k y h ML/:7D^*7A^^'J 110 4, 

M-fh Z. t i^o £ 7 s nH:7tll0 1t7 o n-t7t2 10U 

[0 14 5] 

(» 1 2 

12. 1 ) «c 

2 V&m&tiM 2 0 2i:ftit, ^ > h WMU 3 7 0 1 *5 «fc ^S^gG 3 7 
0 2 *m*-Z>o 
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[0 14 6] 

>f^> Mfa«3 7 0 1 l±, yn-t-7Hf2 0 1 ^«bfcg$*L*7n-fe*jtfya ( 
[0 14 7] 

, ^> Mii3 7 o i ^fflv^'j >^<7)#^f£n^- 

[0 14 8] 

12. 2 ) ftft 

h "Cab-So 
[0 14 9] 

12. 2. i) -i^y hfcii 

£?\ ^T^T^^-^Ml^fbfsii^tLTtrA^I P 7° 

mi onmMmiz&iir 2 turn**), zotov—ifxmmtiEMo 

[0 15 0] 

7 0 1 izm. mm-rz Ut^ttDo 

[0 15 1] 
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h Of§£B#£iJ& ^Sr^a&T «fc 
[0 15 2] 
12. 2. 2) -r^> HfgijOflJ^ 

<7)%mt, <i^y Ym\\t<Dtmm&*fc*btz7--'f)v (iu3 5#hb) 

10 15 3] 

12. 2. 3) ^f^^Ml^a — -Oiiin 

<D*^-*mx.Z>i><Dti-Z> (H3 6#M) o iW, H«fB^-<> hMWJTE 

10 15 4] 

12. 2. 4) Ym<Di) >7ftlf 

ft (H4 3#I) o 

[0 15 5] 

12. 2. 4. 1 ) akfcWfcy >?iflf)U-)l> 
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[0 15 6] 

111 3 7 K£v*T\ t-f\ susE^t^ h>f^> b©H!rS7 p n-t^ I D£ffiffi1- 

& Uf'^Hi) o fit, 7°n^x-f ^> Ymm**--<7)mkm^hz>4^ 

y Y Jtmtth U T7/H2) o 
[0 15 7] 

Uf 7 7°H3) o Mx.if, ^^.totz^^o 

[0 15 8] 
[0 15 9] 

^> h<7)7 s n-b^ I D£#ML-C, stf I2l§tf M "7° n -b x I D <!: it;l£i" & (Xr-y 
7 5 H5) o -ife-f 7f7 7"H6i:l^ -^L&^Jt^U:, Xf 7 7' 
H 4 i:M^o 

[0 16 0] 

* uy h <Y^> Y^-fu^z^^m^^y YX^^m^, ^r7 7H2T» 

y^Z^x-rAizis^x^, yn-tx^oi^n, [wj C^n-b^ I D^#I 0 ^T«b 

(OMl7°n^7viDt, ii vy Y h<D7°u-k^ i Dfi— '^f7 
r y -7°H 4 ^M^>o 
[0 16 1] 

f Lt, ^m-7°n-t^^^^> # ix> YJ^y y^<d, m^ifij';^ 

* £7°n-fe*£$;^> h \zttDwt%> (7f 7 7°H6) o Zhlz^ DVyYJ^ 
y Yfrh-fujz7,^j&j^y h-\<7>, T&-fi\o\V y?%iivy Y j^y Y Kttljv? 
h (Txf 7 7°H7) o JUlTaftiS £Z/mjj\nl<D>) >^<0— WiH4 3 iZj^Zti&o 
[0 16 2] 
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[0 16 3] 

12. 2. 4. 2) J^O Y-ay-r^X YH<DfcM 
7s h toft U^h-aW hi*) *&SMfcfcltt3 7 0 2 i:A*t4. EI 

^[p]«; > * js J: tfjJkfrft V >^ o^**8i-o 
[0 16 4] 
12. 2 . 5 ) 

H 3 9 K ^ 4 > - * 4 ~7°Wtfh\-% % <r>-&%m\ f FmM (&T\ 

x-y-7°F 5) o 

[0 16 5] 

12. 2. 5. 1) >-*>f y^o#;v-;K7)^ 

( K * 4 y - 9 4 -fWMfoo & )V-)V<Dm$tM^) 
D T7£mw& v*4 y — 9 4 y°um^> £ ;w±, 

( 1 ) K * 4> - 9 4 -ffflh 0^T> D T ffilft) 

(2) 4^y vum 

(3) *IJ^ 
[0 16 6] 

(1) DTWiKlli, hoH£JDKHfc*ofcT*-t;*<a5£tex** > *> L 
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[0 16 7] 
[0 16 8] 

•*>f rrn^*7ATU lVn^?AT2j 

• K^M I r 1 3 3 . 203. 1. 128jo 

[0 16 9] 

[214 OKTji-rZd^ ZiXb<DM1fol*PXT<0&ft*ffi£'t2>o 
2 J 0 7°n-bX^#^i-^ i to 

. rf _,^ n ^^ A j #IP7K!/X [1 3 3. 2 0 3. 1. 1 2 8 J 
h?>£>y ^-tx£^tTV^ d to 
[0 17 0] 

fcjs, 04 0(i r-9— /^n^7 AJ 75 s f/n^AT 1 J <£>5fcffi-C£>&*&£- 

T1J ifcli T7°n-b^T2j ^"/n^9Aj t*ot4iv»U ^ 

[0 17 1] 

(2) ^> hutu^t (3) mmmt, mimnfm^&tfz>&t<omw2<7) 
sE-wm^mtn^n^h^o i-&=b*>> (2) a^eo h%t^?*- 

^iitHOV>TOiE^^a"t?**o 3 7 0 214, -etL^^pfffi-f ^ 

[0 17 2] 



tBIHf 2003-3068034 



&m 2 0 0 3 - 0 7 4 7 8 1 



^-v: 62/ 



Mffi (3) (±, «T8B>f^>h**flfrlB (2) K&WcLfzm^. &&&& 

om^m* tdenyj t-t&o xxmtm^.ir^m^om^m^^m 

[0 17 3] 
[0 17 4] 

, 1 o(7) I PT K VX^rl05i3^T<7)^:<7)4& Txxx. yyy. zzz. wwwj t LT|B^L> 
r. J tE^loT I P7 Kl/Xi^f f ^^Jf t^o £ fc-eo^vi^: LT, T 
xxx.yyy.zzz.www/vwj (vwti tf y h 77 ? ) fc ^O^flafcttLT & J: v>„ 

[0 17 5] 
[0 17 6] 

jyfcimc(±, •fu^x^mi-mmz r<F(i)><F(2)>(*n&)<F(N)>j (#fu)i± 
i!fi7 7-fH) ^v^ffM-e^-r-t^-ei^o -etiwo r<F 

(i)>J J±, ^n-b^^M-r^tlJ^-eab^, Ztiiz-? y?-rz>%,16i*i>o&ffl&7 
[0 17 7] 

77^ TBJ (;ffi3t-5,7'n-fe7B^ $ h \z^<n^t LXMftftZ7 r ^ T 



tBfHf 2003-3068034 



#11 2003-074781 



^-v: 63/ 



#{± r<A><B><C>J t^ox^-e^uzttz* 

[0 17 8] 

t^tHo jwwca. t<a>.*<c>j fcv^ ?4-?mfon. ^i7 7^v r 

[0 17 9] 

j& $ "7° n -fe 7s t? * * it £ ^ y ^i" & o 
[0 18 0] 

[0 18 1] 

tifcT'n-fe;* T<F(N)>J ^\ ^f^>>f4S^^:i:^to 
[0 18 2] 

[0 18 3] 
[0 18 4] 
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[0 18 5] 

n-bXAW^o ^coJ; d £*^-tM yr>XfA^a-t'7t2 0 1± 
[0 18 6] 

t2 0 1±"Cft^Uv^^ Hfa«3 7 0 1 K*5V*T, <R&Wfc*J 

[0 18 7] 

[0 18 8] 

[0 18 9] 

[0 19 0] 

12. 2. 5. 2) 7 9- ASMS 
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;vh<7)BS^^^f9^Ltfv\ huIS (1) DTflTlJ&K (2) >f^> MflJftO^-CK 
&^?^£0fg-f & (HI3 4 0^T--y-7°F 6) o 

*6 D T teH l*l \z I£te £ n ¥0 * Sfcffl 1" * o 
[0191] 

^®c-r-5>;i/-;v^*>tL(^ ^^;v-;K7) (3) tr, fulfil > 

[0 19 2] 

fit, nmztifcm*E.mm s r»s (allow) ^o^^ mi:77- 

[0 19 3] 

12. 3 ) $J|I 

^IIMBIU^ It ^i3h^I3 7li, -7°n -b -7 -9- 2 0 1 ^3§£-f£ ^ > h 
tfoTV^ 0 .TtL^ffiwT, l£^££m&3 7 0 2-eT^-tXTn^^ h *\ t7v 

[0 19 4] 

12. 4 ) JL«0 

[0 19 5] 

12. 4 . 1 ) 

t f\ «fi3 707°n-b7t2 0 1 ^-if^i: LTWWWt- 
y^WPLTV^ k^-T&o -etT> ^<7)3>f^7ii|?:, "C:¥Inetpub¥ww 
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wroot" 7*4 V? Y 'JMT^t^o 
[0 19 6] 

(A) fiSCGI :lM^f*-^^-7Cfit^CG I 

(/^X^ : "C:¥Inetpub¥scripts¥regist.exe") 

(B) m^CGI :I^f-^^-^(7)l*lW?:HTMLi:fIU 

frhmn-thCG i 

: "C:¥Inetpub¥scripts¥view.exe") 0 

[0 19 7] 

*5*K Y 7-^ 4_hc7)l : aK^^ >" 1 0. 5 6. 3. 0/2 4"HW 

[0 1 98] 

iiiT> ??4Ty y t*r-^t<Dm-cftfrfrz> &wtm%ifr h^r-^ 

-TtX~<DIPs* / rv YM%:fgZittt>X TT^-txJ ^D^ 0 ra&K, JS^t*- 
^3H3H*6*^S5iR»T4-ew I YM&m*t ttbX [ (mmr?*:* 

[0 19 9] 

Cl9 Lfc*j£fc#1-&DT£*&O0JfcL-C\ 1113 9 K^1"7 r >f * 4 1 0 1 <D 

[0 2 0 0] 

12. 4 . 2 ) iM^#!l 1 

Mcft&)%m'EV—M tLX, y Y V - ? 3 ±.<0? ? >f T > h (133. 

2 0 1. 5 7. 2) ra^'^7-^4±(7)WWWt-^'i:Wt^^f7 

[0 2 0 1] 
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O 

[0 2 0 2] 

-€-LT, J3tf)gi3 7©7°n-t'7-^2 0 l±OWWWt-^'tli, Htlffi^* 

(A) 1 3 3. 2 0 1. 5 7. 2 ^f.<7)7^-b^^fft?>o 

(B) ^7n-tX^4^f^o 

(C) T-7°n-b^T\ ^ItT^-bXH^tt^^T'-^^SD-C, 

(c-i) ^>7-yyffi$L\z.i$irz>"7T 4 frXft?} 

(C-2) ^-^^-X^^^fc^O^T^^AaiTJ 
[0 2 0 3] 

[0 2 0 4] 

12. 4. 2. 1) ^f7^XOtf 

7t2 0 l^f)>f^>>fl«3 7 0 It:, >f ^> > 3 5 0 l^fcii£*L& (El 
4 1 #hs) o 

[0 2 0 5] 

>f^> h 3 5 0 1 OFWUti, 4>£< -T^> b% (NW_ACCEPT 

) , rn^xl PTKUX (133. 201. 57. 2) , h 
^M-e*^-7°n-bX-e^^WWW-9--/^co-7°n-trX ID (7 0 9) rt*SB*S*i* 
o -Oltil. 7n^7CW*-Ff^ TCP/UDP^^^nbn^tglJ, £ 
jfcx- * & if tf>1f T & <£ v> 0 

[0 2 0 6] 

4^ b 3 5 0 1 £5:ltJfto*:-f^> MffSS&3 7 0 1 (i, %%\zm3 5 U^P 
•fi 9 Wi^tlLT, -f^>h£ TNW_ACCEPTJ <7)-f^> MISO 
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hMS'J l> ? h K*j-JS1"&'f^> h^a^j.-^, h 3 5 0 1 £ 

tIjUD-T^o ffi7t<7)i) y?iiif)V-))sizV£^J'<> b 3 5 0 1 <hPM1"& 

[0 2 0 7] 

y vmm*j--frh, mu-i^y biH^mm^tifz-fu^^ i d (709) tc« 

^1-£^>h£ rPROC_EXECJ tfzlt rPR0C_F0RKj £*>o 

mmz-? v ^ %> 4 s<y h 3 6 0 1 £f&HL7^h f£o#LS^Ifro 
[0 2 0 8] 

•etr, >r^> h 3 6 0 1 t;^LT, -r^> h 3 5 0 l^cojm^-fp]'; (a 

4 3 ©i^) £#3jnU ^f^>h 3 5 0 1 ^^>F 3 6 0 

[0 2 0 9] 

^<7>flL ^>F 3 5 0 1 Jfc^&£n§& 

3702 izmm-fZo 

[0 2 10] 

^C»^ffl5 3 7 0 2 * -f\ P^COD 7^4101 £#Hg L, 

£o »IJ-C(i, DTSi77^M 1 0 1 ^Sl^luTj^flij 
^oTl^fT-^-^JSffi LTV^ < o &ib\ T#J -C$&S Zft Jin ^ > b 

[0 2 11] 

Jf\ *|J!JO;u-;v (HI3 9(D)V-)Vl) 7»m£*L£o W<0*#£\ K^-f 
ro.o.o.o/oj -c&*K .rtuiftig?)*^ h v-^ yiz-r y^-t 

ho tfz, ?4-7° ! fcm\± r<inetinfo.exe>J WWW-if -/^C*§^1"£ 

[0 2 12] 
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mzDTmmtjso y 3 5 0 1 t<Dm^fz^>^. i%m$%\U3 702^ 

if, ^>h 3 5 0 1O3>f^ hl*]<7)^|6]ij M=SfP3 7 

0 1 IZAJJLX, 'J 4^ h 3 6 0 1 (Dihtli^f^o 

[0 2 13] 

^tc, ^> h 3 6 0 1 (Dftmzm&LX, I D T7 0 9J KffiMIr 

2>7°U 7? A^jM7 r J ^(Ds^X^ rC:¥Web¥inetinfo.exeJ £Jftft1~&o £ 

> h 3 6 0 1 tCtS^i-^>-7°n-feX(7)^T-M^* r<inetinfo.exe>J tfl^U mf 
fS^^WtJ T<inetinfo.exe>J IZ~? y^-fh t £#lfS1~£o 
[0 2 14] 

^tc, >f >$iJ^i:OBS^^^fd tz&, F 3 5 0 1 <t)I*I#£#H3 

i"^o £i\ h 3 5 0 1<7)^> HIW O y h ^aii: £ 

itfSLT. £<b^^>l^7^ TNW_ACCEPTJ -C&£ - t ZmMir&o 
ZtiKX*)^ 4^<y Y 3 5 0 1 g^K^ 4 ym%0<7)1$Mt%Z><7)X\ ^h\zv 
-AIPTf^^^tiLT, T133. 201. 57. 2 J £5tf#-r&o 
-ftfiii. fufEK^ >HfU&J TO.O.O.O/OJ H-^-y^-i-^o 
[0 2 1 5] 

mnx, 4^<y YMfommzft Js<yY% tfile_writej 4^>y 

3 5 0 1<*M^>1*£ TNW.ACCEPTJ tZm£"fZ>tiK -0^§£\ -££L&v^<7) 
[0 2 16] 

DEFAULT; ALLOWJ iimm 2 *U -f^>b3501* TiE#J £ *iJ5e 

[0 2 17] 

12. 4. 2. 2) T--7°n-bx<D£$; 

^tc, ■7°o-b -y-9-2 0 1 ±c0WWW^-/^imTia^#T^-t^OS^-r-^ * 
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[0 2 18] 

•7°n-b-7-9-2 0 1 ti, ^n-t^o^Ui^Sr^ttr, >f ^> b 3 8 0 1 (H 

4 4#BS) £-f^> M=a^3 7 0 1 ^fSit-r^o ^> b 3 8 0 1 (Dft&Mt 
, 'J?&<ti>, rPR0C_F0RKj t. r >f ;K7>/^x£ TC:¥Web¥ 
inetinfo.exej fc, 4i?tiWot^<7)^n-t^ I D (8 0 0) MB^ 
^yf^H^-e^^^D-b^ID (7 0 9) ^IBK^tL^o -Oflk, 

[0 2 19] 

>f ^> h 3 8 0 1 (DfcmZ-xltffzJ^y YWmB3 7 0 1 It, MUJ ^> h 3 

5 0 1 tmU^LX, h 3 8 0 1 (D4^y Ym.M ( r-7 0 n-bxj ) 

U yn-tX^f^^ h'ffS^-^'f ^> h 3 8 0 1 >f ^> h 3 

6 0 1 1> h 3 8 0 1 ^(DMlffil V fc, ^> h 3 8 0 H^-f^> 
h 3 6 0 1 ^Ojjfr^lpJ 'J £ott& (0 4 4 #HS) o * It, ^^>F3 8 0 
1 izmir&J^y Y-uyy-^-Ts httiV&tiLlBa&S 2 0 2^f53i-r^>o 

[0 2 2 0] 

&*gtfcfc|g&3 7 0 2"CU\ ^fefcPIiSitc, ^> h 3 8 0 1 i:flf3^^> h - 
rj>x^rX f^'i ^Sf Lt, -T^> h 3 8 0 1 <7)DTflS^ff% 
^ > ^^>h 3 8 0 R<?)i(7)^^>hiSiJ T7°n^xj t$>^ 

3801 <Dmijfi}V yfftZJ^y hmwM3 2 0 H^Kita^ -r^> h 

3 6 0 l^W'btLSo L/;#ot, ^^>f 3 8 0 1(7)^^^ r<inetinfoxi 
netinfo>J tflj^^ft&o 
[0 2 2 1 ] 

f LT, ¥?CM^> h 3 8 0 1 Sr#JS1"*3& s , ^-<7M^<> httBUti y b 7 
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-*J -Cfi&v^T\ >f^> h 3 8 0 1 OMS^TlPlU > * &#SBL ± 9 £1-<5>o L 

4^<y h 3 8 0 1 IZlZ^y h V-tJ'O hfl^ a 

^V^T, h 3 8 0 1 O^tfi]'; >^5fc£^> 7 0 

^#-T^o >f ^> h 3 8 0 1 Kit*? ^ V-f't'O h^a^r^ V 

>^75 ? &£0-£\ $ ^tc-e<7)^^^^-f ^> h 3 5 0 1 >f^>h«S95 3 2 
0 l^«b^#-r^o ^> h 3 5 0 1 It b£rt ? TNW_ACCEPTJ 

, V-X I P T KI^t& ? [1 3 3. 201. 57. 2j -Ci^OI?, >f ^> b 3 
8 0 10K^^f>^ [ 1 3 3. 201. 57. 2J hflj^i-^o 
[0 2 2 2] 

^J<o«t9t:, *7u*.7.<n&j&\z%2>4 s<y Y<n >f >&^B# mi, 

WSWK-Z-OWZJ s<> MS3SB3 7 0 1 KfcjtL-C, -f^> h 3 8 0 1 ^ 

> h 3 5 o l ^o^ipj V yfZttm-f&xd lZLXi>£^ 0 zcoxd tz-rzz 

[0 2 2 3] 

DT^i77^f;v4 4 o l fcojglg-fcfHa** #0!tf>*£\ -f^> h 3 
50 1tramtC, ^^>F 3 8 0 ll±, \,*-ftiV>)l'-)l'izi>5E&iZ&Wct2>Z.t 
& < x f7^Vh <7>*IJ^H ( [DEFAULT; ALLOWJ ) ^ffl $ tl& <D 

[0 2 2 4] 

12. 4. 2. 3) ^y-ryyffimztt-f&yTjfrxmt) 

m-RT-rzmm-t&o z\z\-ci±^ t-r\ mmw^r-^^ tget /http/i.oj 

[0 2 2 5] 

fulfil T*-? tc^LT, miie^-yn-t^fi, n>x>^IIitl*Io-7T-r;v r 
C:¥Inetpub¥wwwroot¥default.htmJ £^<&&tr 0 iO|ftf^*$Jt"C, yn-t 7 f 
2 0 1 h 3 9 0 1 (EI 4 5#M) *>f ^> Mr33SB3 7 0 1 K^itl"* 

o ^f^>h 3 9 0 1 <7>|*!#}Ci£, < <h b£ TFIL E_RE AD 
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J , ^<&&fr y r4 fr<n**7s%x rC:¥Inetpub¥wwwroot¥default.htmJ „ ^ 
> hco|&M-e^^T--7°n-bxo-7 0 n-b^ I D (8 0 0) **|BIR$tL* 0 

[0 2 2 6] 

#;K> -f^> hflf|5 3 7 0 1 it >r^> h 3 9 0 1 co4^y YffiM* l""7 r 

-r;H hfij^L> 7 7^;W^> Mi^a-i:^f^> h 3 9 o i ^ilit^o 
■e^f^ ^> h 3 8 o i frbseo y 3 9 o i ^ojii^fpj 

3 9 0 1 ^<b-f^> b 3 8 0 1 ^(DmjjfilV >9*tttitt?Z> (12 4 5#J8D o 

h 3 9 0 1 t:Mt&'f^> h-n>x*X h*j-&#^£fc]8&3 2 0 

2 ^fs^-r^o 

[0 2 2 7] 

^LT. SSWP 7 0 2 it -f^> h 3 9 0 1 ^> h-3>-r 

b#K**?-*DT*!l5££fT do -?-<7)#S*, h 3 9 0 \<D? 4 \<\ 

net info, exexinet info. exe>J > K^>£ l~13 3. 2 0 1. 5 7. 2 J fcipj 

[0 2 2 8] 

lfcStMn§K3 7 0 2li, DTSi77^iH 1 0 1 fcOBR^Srlf 9 o * 
0!ltf>*|£\ \Xf(D)V-)V (H3 9<D)V-)]/2) K£3fcU ^GomfcW.tf TALL 

[0 2 2 9] 

0.0.0.0/0, <inetinfo.exe>, FILE_READ, C:¥Inetinfo¥. *; 
ALLOW 

[0 2 3 0] 

12. 4. 2. 4) -r-^-^fP 

glJ^ScJfcf*— * COM t L"C> TGET /cgi-bin/regist. exe?name=someoneHTTP/l 

.oj -ch&m-kcomtmTF-fo 

[0 2 3 1 ] 

(T) CGI <7>feU/ 
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T, $rfc&i£7°n-feX££j&1-&o URL^7^-^ rname=someoneJ (4 

TQUERY_STRINGJ \z feM £*vCV*&&<75h1-&o 
[0 2 3 2] 

£<*>*&ft&£*tt\ 7°n-t7t2 0 1(H^>f 4 0 0 1 (13 4 6#JRQ 
^> M=SI^3 7 0 1 Cf53t-r^o ^^>> 4 0 0 1 <7)[*l^H(i, ^4 < t 
^>b£ TPROC.EXECJ fc, mrJ&yr>l rC:¥Inetpub¥scripts¥re 
gist.exej ^MT-nW^D-tXID (8 0 1) fc, att>f^/h«» 
«-e^^HUlBT-^D-fe^^7° n -fe^ I D (8 0 0) ii/6 ? ia^$^^o -<7Mt^ 

[0 2 3 3] 

04 6 ^> MfTO3 7 0 1 (4, >f b 4 0 0 1 O 

>f<> bttBUfc r-7°n-txj ^IJteU 7'n-fe*^> b<f3*^-K^> b 
4 0 0 1 ^»i-^>o b 3 8 0 l^«b-f^> b 4 0 0 1^0* 

[p]';>^i:. ^>> 4 0 0 1 ^?)'f^>b 3 8 0 1 ^0^^"[p] 'J > ? *ftlm L 
, >f*> b 4 0 0 1 i:HtS>f^> h-n>f-** b 3 7 0 2 

[0 2 3 4] 

f Lt, gtfMfcfcJ*B3 7 0 214, ^f^> b 4 0 0 1 h-n>^ 

hwt:^Lt> -r^> h 3 9 o i tmrn^DT^mzft •?<> ^ 

y h 4 0 0 1 <*> ?W 7°^ T<inet info. exexinet info, exexregi st. exe>J , K> 
^ Tl 3 3. 201. 57. 2J i:flJ^i"^o 
[0 2 3 5] 

v*<75t:\ TV * )V V )V-)V(D¥\T£.i$. Tallowj IE 

[0 2 3 6] 

(4) CGI Ottffc 

«ttr, «HB2»CG I**r'-^^-^W**fi 1 "9o WCt4, fi»CGIA* 
S^t4 7'-^^-XS: rC:¥data¥client.dbJ 7t^^«o 
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[0 2 3 7] 

r-r^-xmtjo&itmt.Lx^ tiCGi niitrgE«fcK8s» tquery.string 

J (DiM*WifrM , 0 > -e<7)ft rname=someoneJ H5fc^f IB-^fcirax-fci:^?!! £ fulfil 
[0 2 3 8] 

iOt&ffc&^fC, 7°n^'yf2 0 llH^>f 4 1 0 1 (0 4 7#I) £ ^ 
^> Mf3S&3 7 0 1 HlS3ii-*o -f^> b 4 1 0 1 <Dfom~i*. 0?t£ < fc. 

TFILE.WRITEJ fc, Hfi : ^7T'f^O/U* TC:¥data¥cl ient. dbj 
^fg^^> h^M-e*>^mrfa^-7°n-bx<7)7 0 n-b^ I D (8 0 1) fcrt*8B 

[0 2 3 9] 

047 *mm-tz> 4^<>y mmu 3701^ ^^>f4ioi<^ 

4 10 1 ^3ISni"^o ^-O^. ^> h 4 0 0 1 7^fW^> h 4 1 0 1 ^<DM.-ft 
[p] V > * t „ ^^>F4 10H^^f / <>> 4 0 0 1 ^OilTj ft U > ? £ft£n b 
„ ^> h 4 1 0 1 KKI"l&'f ^> h-rr >f^rX h *t £ 3 7 0 21: 

[0 2 4 0] 

-et-C, #5£jfc£nS&3 7 0 2 14, >f ^> h 4 1 0 1 [zmirh4 ^> h -=r>-r 
httKMLT, DTipJSg^ff^o -eojfe*. ^^>f4101(7)N7^ T 
<inet info. exexinet info. exexregist. exe>J > K^'f Fl 3 3. 2 0 1. 

5 7. 2 J tmfctZo 

[0 2 4 1 ] 

$?W3 7 0 2(4, DT^i77^V4 1 0 1 t^m&ZfTOo # 
H^jSH", \XT<D)V-)V (|H3 9 o;i/-;v3) K-g-Hctao'C, ^ofiJ^H TA 

[0 2 4 2] 

0.0.0.0/0, <Inet info, exexregist. exe>$, FILEJVRITE, 
C : ¥dat a¥c 1 i ent . db ; ALLOW 
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[0 2 4 3] 

12. 4 . 3 ) ftf^« 2 

&fc&)%Wift<oW\e>m£ L"C\ *WB*u> >7-^3±0^7>f7>f (133 
. 201. 57. 2) 1*1 g&* y V 7-* 4±OWWWU-^t:itt*^# 

[0 2 4 4] 

lOtl, 0 SMI^v^f 7 7 7 ^ t - ^tiC i o t 

[0 2 4 5] 

(A) 1 3 3. 2 0 1. 5 7. 2frt>(DT? J tX*g:mi'Z>o 

(B) ^7n-b7^4it^o 

(c) mmT?*xKtei,t&^]E%m^T-?i l zfccx, m 

(C - 1) n>-r^!y««JCJ4-ra^jE7r>r^#itiiL 
(C-2) r-'-^^-^H^-r^^iET^-b^ 

[0 2 4 6] 

±ie (a) , (b) »±WfB»ft«i iu-ewsn^ 

(C-l). (C-2) (7)Ai:o^tMWt/Ttc 
[0 2 4 7] 

i2. 4. 3. i) ^y^yymmzn-r^jEyr^^mmL 

WWWt-/^/;afOt7'yXfA (tiCGI -mTjCGI) SriffcllfeSg 
tt*q?*£i-* ^tti. 4\ fftCGI KmS&itf&E U TGET/cgi -bin/re 
gist.exe?path=C:¥Inetpub¥wwwroot¥default.htm&data=abcdJ tv^7^-b7^ 
^o/ci^C, n >r->^fIitl*J^-7 r >f ;P rC:¥Inetpub¥wwwroot¥default.htm 
J K*j-LT> TabcdJ ^i&iiii ^tt^o 

[0 2 4 8] 

thliE#2 003-3068034 
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Iffa^jET^-tX^o^J*^ fftffifoi* (C-l) ^^tt, "/n-ty-9-2 
0 1 J±-f^> h 4 9 0 1 (0 4 8 $83) hWMU3 7 0 1 n^-rso 

4 V 4 9 0 1 Ort#fcf±, ^£ < fc, >f ^> h£ TFILE.WRITEJ fc, 
i7r^O/^iS rC:¥Inetpub¥wwwroot¥default.htmJ ^^K^>M££. 
^-e^^frlB^^n-txorn-fe^ I D (8 0 1) fcri*fe*R$*t&o 
[0 2 4 9] 

Y^mU3 7 0 1 (±. ^> h 4 9 0 1 <D4 ^<> Hlgijfc r 
"f/i/J fcWeU 7 7^W^> hfi+a-i:>f^v h 4 9 0 l fcflUnrt" * ( 
El 4 8 #M) o ^^>h 4 0 0 H^^f / <>F4 9 0 1 ^Ofll^fS] U > 

>f^> b 4 9 0 1 frb^^s b 4 0 0 1^0^fB]'J 4 
> b 4 9 0 1 KM-tZJ'O Y-^yy-** V#f:&BtitfaM3 7 0 2 IZ&mt 

[0 2 5 0] 

fLT, l£^f£»3 7 0 2 (±> 'f^>h 4 9 0 1 HMf^>^^> 

bftl^L-CDTflJ^^T % ^<7>*£*. ^> b 4 9 0 1 <r>9 4-?% \<\ 
net info, exexinet info, exexregi st. exe>J K^'f^fc l~l 3 3. 201. 5 

7. 2 J i¥lj7E-«o 
[0 2 5 1 ] 

^IC, #c5£tfcfclSB 3 7 0 2(i, DTSe*^ 3 o W^i^^ ^T?> 

(t!3 9<7);l/-;i/6) K-g-gtl" ^¥>J^ TDENYJ L 

[0 2 5 2] 

0.0.0.0/0, <inetinfo.exe>, FILE_WRITE, .*; DENY 

fit, J&mm&3 7 0 2ii> ^cStc^X b ri 3 3. 201. 57. 2J 
=Sr^tfT^-A=S:E*>H^LT. mffE"? r 4 T V * - fl^fi 1 ^Mt^o 
[0 2 5 3] 

[0 2 5 4] 
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JJITO^-^ (0 3 9o;v-;V5)i:^L^^ 
10.56.192.0/24, ~<f tpd. exe>+$, FILE_WRITE, C:¥Inetpub¥wwwroot¥. *; ALLO 

W 

j^ T<7 ); V -;v (03 9^-^8) hflj^^tt^o 
[0 2 5 5] 

0.0.0.0/0, .*, FILE_WRITE, C:¥Inetpub¥wwroot¥. *; DENY 
[0 2 5 6] 

12. 4. 3. 2) r'— ^-^^O^jET^-fe* 

WWWt-^fttiWT'y^fA (fiCGI • W*CGI) £ ^KflfeiS 
14#q?£-f £&<7)£: U TGET / C gi-bin/..%cl%c9../data/client.db HTTP/1.0 

[0 2 5 7] 

2 0 1 \±>C<y b 5 0 0 1 (B4 9#BS) &>f^> b«s»3 7 o lKisarta 

0 f 5 0 0 1 Ort^KJi, ^* < ^ >f ^> b£ TFILE.READJ % 

ff^7 7>f^U« rc:¥data¥client.dbj fc, ^> b 

fE^DWWT'DWID (8 0 0) t^fEft^&o 

[0 2 5 8] 

>f^> b'fSgGS 7 0 1l±, >f^> b 5 0 0 1 <D4^<> bttBUfc \V r 
-f;vj fcWSU 7r>f;W^> hfl^fa-i:^> h 5 0 0 1 S:jlllt*o 

^> b 3 8 0 lfrhJ'O b 5 0 0 1 ^OJII^ft 'J ^> > 

5 0 0 l^e>>f^> b 3 8 0 I^^IpJU V^*#UnU ^> b 5 0 0 1 K 
B8-r*>f^> b-3>r** b*fr*:£W*fcl*&3 7 0 2 ^l^it^ o 
[0 2 5 9] 

-e-L-C, 3 7 0 2l±, ^> b 5 0 0 1 O-f ^> b-3>x** b 

MKMLXDTn^n^o ^Oif, ^>h 5 0 0 1 W^^ r<inetinf 
o.exexinetinfo.exe>J , K>>f>* l"13 3. 2 0 1. 5 7. 2j fcJUS&t* 
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^-vl 78/ 



[0 2 6 0] 

friz. &W*fcl*B3 7 0 2t±. DTJfeUfcOJS'&Srtfdo #0ll<0»£\ J^TO 
(03 90^7) H^Sfcf*<^"C. ^fiJ^H TDENYJ L 

[0 2 6 1 ] 

0.0.0.0/0, .*, FILE_READ I FILE_WRITE, C:¥data¥.*; DENY 

ftT, #3M*fcl8&3 7 0 211, h n 3 3. 201. 57. 2j 

[0 2 6 2] 

1 3 mmfm) 

13. 1 ) 

0-c**o *^Jft^3Kt-^»t* 7 r^T-7* -;v^fi5 lti> m2mmmwjzio 
hz>7t4 r* 2 ? *-^mw5<7)mmu5 o 3££^fiKJtt : 3S^5 o 2 tcftx-T 

, «W-^5 1 0 l^iTOHfiUS 1 0 2 £fi;L&o 
[0 2 6 3] 

EI5 1 fc#fi&1-&fc, ^«J5 1 0 1 (±, ilHFlffi5 2 0 Hi 

7 7 5 2 0 2 J3 i^ll ffi^^'y 7 7 5 2 0 3 ^2 A*^7 7 7 5 
2 0 4&£V?m2mjj^yy t 5 2 0 5 h£*-r&o 
[0 2 6 4] 

5 2 0 4^<7>^7£r-*$5MS^\ 11^777 5 2 0 3 £ fct±t& 2 tlJTJ 
;t 7 77 5 2 0 5^f) (7)£4f- * "9 #2;JI& t^ff 7 o 

[0 2 6 5] 

$u^^7 7 520 2&£xj t mimt}'<'yyT 520311, mi^um 
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[0 2 6 6] 

|2A*^-v77 5 2 0 4*5^1^*2 m^^^y 77 5 2 0 5li, D^fi2 

<7>j&&T-**-mim't&o ttz. mmm.mm.rn 5 102^ ^5 

[0 2 6 7] 

13. 2 ) l&ffc 

[0 2 6 8] 

13. 2 . 1 ) 4R&*£ 

* * h ^ if £ ^ * 3?#"t & A^J I P * > £ t X , H 2 

mvz 0 2 tizX^X, *<oMM*Mibt>titzm&itZii^ 

5 10 1 <Z>&gSlr3*B5 lOlli, Huffi** b fcO|«fcteO«*fc*flL2:"t* (* 
f-;7Gl) o 

[0 2 6 9] 
13. 2. 2) R*?'- * «>— B#1&itt 

W1-4K*^-^«r5fe«i-« Uf77G2) « fU, 5 2 0 1 U 

, S8S*f-^**U^->'7r 5 2 0 2 tm2Xti^yyr5 2 0 4 M: 
feittT. -B3M&ffl-r* Ut';7G3) o 
[0 2 7 0] 

13. 2 . 3 ) it jsm^ 

tBte# 2003-3068034 
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[0 2 7 1 3 

mmmmm&z i o 2 K^f^mmmmm^t trii, ^uif. 

[0 2 7 2] 

x ^ 7 7 » G 8 _ 2 -cfc h ^ ^fi 2 «t o -CJE-gr-Cab Z> - ri*ifcB3 fifc*^^ 
[0 2 7 3] 

[0 2 7 4] 

13. 2. 3. 1) ^r'-^iit^ 
O^IJteU flA^'^T 5 2 0 2 m2 5 2 0 4fcC, 5 
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5 1 o 4ii, &m-rfrm*r-9i. H2«iir/^-7x 

-X 1 0 5 £?>LT, ^i:DJI12i:RSt4o 
[0 2 7 5] 
13. 2 . 3 . 2 ) l£«r"f - * ©HE 

f&lOflg&iM >f y?-7x^ 1 0 4 £^LT, hV-? 
4l(0f _ ; ^f 3 ^_^fiLf:^> *1 HtfjX* 7 7 5 2 0 3(4^|g 
j&^-jrfc-lStettU «jR«fa»5 2 0 1 Kl£«P<&*ofcir*iEX.* (*x 

■;7G7-1) o 
[0 2 7 6] 
13. 2. 3. 3) fc&T-9<omk 

mmwmms 201a, ^iw^ts 2 0 3^T-*-^t£fc)i£*i 

-r-?£3££l1~& (Xf ■;7°G8-1) o 
[0 2 7 7] 

13. 2. 4) RjfcT*-****^*^*^ 

Xf7^G5^i c<T-C*tL(f (Xf7 7'G5WN) , tfrfB£#7' 
-^«r>P#-C**tJpJ5eL, *2Xi^77 5 2 0 4©*i:, ^x-^Ofs 

(^f^G6-2).»2W77T 5 2 0 4li, 
£tfC, fi*>i::f&2 0|*|«&jM'f ^'7x-^ 1 0 5 i3fc ^12 

[0 2 7 8] 

13. 2 . 4 . 1 ) gcWfcfcl 

Xf 77 c G7-2) o 
[0 2 7 9] 
13. 2. 4. 2) ^^SnStifc*!^ 

ljC«^o^^^t4 (Xr';7G7-20Y) > ^f*^S77-A* 
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^LT, lt77-A^|gl/:7T^7^*-^i3 3li, %2%W^X- 

&tf%-7 r 4r<y )vmw. 5 t pwk. ^- ^^JStt i o 7 a* c> , mmm 

(Xf77 5 G8-3) o 
[0 2 8 0] 

13. 2. 4. 3) #»*tfcfc$*Lfctf*ofc»£- 

•7°g 7- 2 on) . mmmmmus 1 o 2j±«8Mra*&5 201^77-A^ 

M-fZo &mmm%$5 2 0 111, M5»T?-Afc£tt-C, IU7J^'77r5 2 
0 2^»flf-^«^»^ (X-r-y-7°G8-2) 0 
[0 2 8 1] 

Huie^^ A7 1 ) h^rai*, 500^ i ;#fiJt<7)Bfra*ix7c-rti(fa#+ 

[0 2 8 2] 

^c7)^ > Hl<7)[*]g&;§l§ A y 9 -~7 a.-?* 1 0 4 ^Lt, rtSP^yhV-^ 
4±0-9— /^f>JS«rf*-^*$m L£t iltH7J^777 5 2 0 3 (iiif£ 
Ic^f'-^*-«MftjWL, S§jR1tfaiffi5 2 0 1 fcjfc«rO*ofcgf*H£x.a 
^7°G7-1) o 
[0 2 8 3] 

WR&W&S 2 0 1 i±, mi^^yyr 5 2 0 3^£>T*-?S:lf £{e3S2^ 
fclfe, j£*>KflTiB** Hi[6ntT, 11^^77 5 2 0 3 K4&#|$ftfctS«r 

r-ftftm-tz Uf^7G8-i) o 

[0 2 8 4] 

13. 3 ) Sft* 

ill 3 Illi t: ^ it 7 7 ^ 7 7 * - ;vit 5 it;<fc*U£\ I0«i:o 
^T, ttStf>5S3fcT'-*r(l). r(2) r(n) 73 ? &oT, -£0&i*> 
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4_t<OIE»-9— /^^ITSiS 3 r(l)~r(n) ^ ? IE 

[0 2 8 5] 

[0 2 8 6] 

r-Aj j^Telne t ^-/^\ FTPt-^iTt, W^^7^fT 
*l£ «t ? h 3/1/ (=Xf-F7^ob3^) 

[0 2 8 7] 

[0 2 8 8] 

[0 2 8 9] 
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6 , efc $ fitz 3 > f- ^ y tmm* * h ic^ijii-r & £ ^-«J * < , # k 

[0 2 9 0] 

13. 4 ) * 
13. 4 . 1 ) 

HI 5 4 £#B?.-t-£ , ^fdi&Wi. 4 y 9 - * v h 3 ±co FTP^7^7>h 
3 0 2 t, h 7-^ 4±OFTPt-/U 0 2 fc, 77^7 1 )t-^i 

15 1 33 19 US 2 fc#*t>»j£$*t&o 
[0 2 9 1] 

FTP^7^7>h 3 0 2 li> FTPt-^'4 0 2 ^[pJlfC V> < o^Og^f 

7c. 77^77t-;Vgf 5 1ti, FTP^7^7>> 3 02 frh\~t) £ tt&H 
$f-^^ht)M2^^mo $<bK, *3fc l9^e2^-7°n-b-y-^2 0 
1±-C{i> FTPt-A4 0 2 tlSItFTPt- tf^^^^ tLtv^ 0 
[0 2 9 2] 
13. 4 . 2 ) t&fP 

FTP^7-fT>b302ti> FTPt-^4 0 2 ICfnHtT. 5?*r'-^ £MS 
>Xmmt & FTP^7-fT>'h302# 5 \ 

1 ) g^n^-f > 

2) 7 7^i'7';7'n - K 

[0 2 9 3] 

ttz, FTPtwM 0 2 i: i)^f 2 £fi> #fi:^7 7^H^II 
[0 2 9 4] 

Sfcfc, fet»)8I2O«»ftftai2 0 2i:ii, 7*n-b7t2 0 1-Cftftt* 
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[0 2 9 5] 

13. 4 . 2 . 1 ) 

£1\ FTP^7^7>f 3 0 2li> F T P -^-^ 4 0 2 ^c7)n 74 > KSfcS. 
ot, ^£<7>TCP&^£«t:&-r*fc*^ FTPt-/U0 2t:|S]lKSYN^ 

[0 2 9 6] 

S YN^t 7 77'fT')t-^i5 1 IzmMLfzt^^ ~7 r 4 T 

^t-^gt5 1 1 0 1 li, FTPfwq 0 2 KiXfo^X, m 

IBS YN^t7 bWffi-t^SYN-ACK^^ hSrS^-f^o 
[0 2 9 7] 

-ecofiu FTP^7^f7>F 3 0 2li, ?f>i:ACK^7 h^FTPf-^ 
4 0 2^f6]^t-Cii<f-r^o f^77^7^t-^i5 1 \ZM 

MLfzbZ. lOlii, mtz^T cp&mtmiLLfzi><D tn^i- 

[0 2 9 8] 

fit, «Ht— ^5 1 0 1 <7)gW5 2 0 1 t±, FTPtwq 0 2 i: 
, £<h nmW2 t^tLT, FTP77^f7> h 3 0 2 KftfroT. MJKTC 

[0 2 9 9] 

13. 4. 2. 2) g£n^ > 

#Cfc, FTP77^7^h 3 0 2li, FTPt-^'4 0 2'Mo]&t"£\ g£n^ 
[0 3 0 0] 

. n i co^jfcT— 9 (rl) : Z2. — -if^^^i-^co-eab <9 ^ — l&U TanonymousJ 

• fjl 2 W^*f- * (r2) I 7 - K£^1~ £ 0 . Hftfc TuserQdomai 

nj O|^0>-^7K^tWo 
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[0 3 0 1] 

rl**, 77^7-) *-)Vmm. 5 1 KmMLtz t § > 1R&*J— 5 10 1 
fl|5 5 2 0 1 IJ, t-f. rl^U7J^7 7 7 5 2 0 2 ^2X7J^7 7t 

5204 tiz&mL, -mtmir&o 

[0 3 0 2] 

%<d'\&, x\*\wm.%Wki$ i o 2^A7jt, z<Dmmmzm%-rz>° z<vt 

LT, rl^^-tLtffiE^tno Z(Dt£, rlOi>b'J^*tL^\ 
<7)^Ecl^, &3^3SB5 2 0 1 CffiWS. U rlOJ-V h VrtWttUf 
, ilHOlOii T0J Ho, |ff7t^^> h 'J £3tftnL (III 5 5 OMHtM) 

, 'fsmso *&mw&M5 2 o 1 cttsTjt^o -t-e^ri<^> h 

[0 3 0 3] 

rn-en. nmz 1 t-rz> 0 uc^-c, ^wsgGs 201^. riSMtfsu ^ 

1X^7 7 7 5 2 0 2 t i2A7J^^7 7 5 2 0 4 ti:, rKD^^T^-f 
[0 3 0 4] 

3£3s£^£*i*:3ll Xh'tvy-r 5 2 0 2^^12X^77 5 2 0 4 
(i. Zti-Fti. FTPt-^4 0 2 idXXf&t 0 ^ffi 2 rl*l£^l^"*o 
[0 3 0 5] 

^<7)f£. rl£$lf L^FTPtwM 0 2 f±, 7 - K<7>A7J 
f-^sl^FTP^7^7> h 3 0 2^(pJttr^#'f^o sl^7 7^f77^-^ 
^15 1 KSIitLfci: HJ7J^ 77 5 2 0 3 Kteffl$*i*o -£ 

LT, »1(IJ^7 7 5 2 0 3(i, frfc&S^-^^gL*:!'^ &&1ff 
SpIS 5 2 0 1 UfSit-f^o 
[0 3 0 6] 

^LT, «§!«3SE5 2 0 1 U\ ^1 W^-;7 7 5 2 0 3 KtefflSfLfcslfc 
FTP^7^f T> > 3 0 2 K|RlttTlE5£i-*o & ^ •? ^® 2 ^ ^ sl7&? 



mtE# 2003-3068034 



mm 2003-074781 
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i£<fg £ ft> *2lil^7r 5 2 0 5 ^sl U 5 2 0 1 H(&«F 

[0 3 0 7] 

J^±OJ: ^ ULT, FTP^7^f7>h 3 0 2i^FTPt-^'4 0 2 --ft It 
TM ^ttTtg^^-^rlfi, I^Ji:FTPt-^'4 0 2 &lTf&t ««2^ 

[0 3 0 8] 

/^7- KA7J-e*^S^r ? -^r2tcov>-C^, ffillE^S^ 5 1 0 2 

0 2 J3 iO^iSh y)mW2^1&T£Zti2>o -Ht, FTP^ 
7>f7>f 3 0 2ii, FTPt-A'4 0 2 J: TO t *) mW 2 LT, 

[0 3 0 9] 

13. 4. 2. 3) 77^^7-;7°n-K 

g£n ^-f >£l£TL7tFTP * T> h 3 0 2 fi, 77^ ^7 7 7°n- K 
^ftdo FTPt- tfvUCi3lt&"7 r-f ^7 y 7n- Kf±, 
K fcSJfcr'- ^ K-g-ifc & - t -Ctf t?ti^> o 
[0 3 10] 
TPUT <7 7^^>J o 
[0 3 11] 

mr^2fl^<OS^-r-^ : Sr#x.^>o 

(A) r 3- 1 I TPUT FILE. TXTj 

(B) r3-2 : TPUT XXXXXXXX- • -<yx;V3-F>J o 

[0 3 12] 

r3-lfi, [FILE. TXTJ i:v^M^7 7 / f ^^FTPt-^*4 0 

^ r 3-2I4, F TPt-^'4 0 2 fc/*? "7 r * — 7 n — $r!M §fe£ 

, 7 LT-^'btLfcvi^- KSr^jEKFTP^-^4 0 2 
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^-v: 88/ 



[0 3 13] 

13. 4 . 2. 3. 1) r 3 - 1 tfAt) £ *Lfc»-& 

21% FTP^7^f7>> 3 0 2 j&><b3£fc"f- * r 3 - 1 rt^f^fr 

[0 3 14] 

r 3 _ i#77^T^*-iViI5 1 HPJitLfcR^ fuffi r 1 fcRttCLT, 

s««a«5 2 o i 5 2 0 215^12x^^7 

r 5 2 0 4 fcKteffl^fL, r 3 - l^IISfll5 5 1 0 2 CAi^Wo 
[0 3 15] 

r 3 _ j Wi> j, ij^w^tfj 0 lOi^, IfilSJ^ffS^ 5 1 0 2 tt, If 
^Jt^Sx-T^VU, r 3 - 1 (DJ^y Y V *§ttztZ : &.j)tiir&o t fc, r 3 - 1 <£> 

mmmt lt, ^teo^jm roj fctsseu roj *»«*a»5 2 0 1 urn 

[0 3 16] 

mmmmus 201a, r 3- i<ommm roj *m§^tz<D%^ mm. ru 
t<DStmz'tfir, mm£*)'\^%mmm'c$>z>ztzmmL, r3-i« 

^&1"o -tU, |2Ai^7 7 7 5 2 0 4^C, r 3 - 1 *>|Ej£«:JB^-r 
*5> o 

[0 3 17] 

|2A^y77 5 2 0 4t±, tfrgBIE$£*B^*5:»t"t\ ^^f)gl2Cr3- 
1 %%ZM-f2>o 

[0 3 18] 

33 i: 9^S2t±. r 3 - 1 ^fLT, 77^f^ TFILE. TXTJ Srftff 
Lfc&, «#5& f ^TLfcii*fc£ s 3 - 1 ^Ift^o 

[0 3 19] 

^<7)t, Jk^T*-* s3-lii, 77^77^-^15 1 KiOilU H2m 
^'7 7 7 5 2 0 5fc«tt$*l, 12^7 77 5 2 0 5 tt, <£<*>^£gM£lf 
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MU5 2 0 1 i:»tJo fU, &«E*9«5 2 0 1 l±. 5 1 0 

2 |:r3-l ^jEHfC** - t &S§*n U MfSJ^WS^ 5 1 0 2 fi> frffi««ft 

[0 3 2 0] 

SM^f3«B5 2 0 1 t±, 5 2 0 2Cr 3-l« 

£Ji7FLT, »U*^7T 5 2 0 2 i:r3-UFTPt-A4 0 2 

[0 3 2 1 ] 

-eo^, FTPt-^4 0 2li, 77^^ [FILE. TXTJ &«#U * 

<d%-j fc&r-? s 3 - 1 ^^s-r^>o 

[0 3 2 2] 

FTP f-A4 0 2frb<r>l&&T-9 s 3-l(i> »lW^^7r 5 2 0 3 
* 1 ffirt><* 77 5 2 0 3li, ^StlWttii 5 2 0 1 KiI*P 
LT> &R«3«B5 2 0 114, s3-l^FTP?7^f7>h 3 0 2i: 
$5^1" £ (0 5 6 #?.?.) o 
[0 3 2 3] 

jai^i^at, ftp^7^ r> h 3 o 2frbmm2tifcyT4 & m 

LE. TXTJ &i> FTPt-^4 0 2£ itf^fc ^12 KjgiaiK^S 

o 

[0 3 2 4] 

13. 4. 2. 3. 2) r 3-2J& t A;&$^^fc»£• 
#:^^ FTP77^7>f 3 0 2 ^Cj^jE^H^t*-^ r 3 - 2 ri s 3M§£*ifc 

[0 3 2 5] 

r 3-2* J 77^f77t-^E5 1 KiUStLfcRK Buffi r 3-1 fcRfcKL 

■c, msmmMs 2 0 1 cio-c, »a^775 2 0 2£<fctm2A7j^ 

,77 5 2 0 4 fcHteittStU r 3-2«f®5 1 0 2 KA;&S*L*o 
[0 3 2 6] 

m«E# 2003-3068034 
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2 '(f$MSl : 3lT-^;H;> r 3-K7)i>h'J?:i/;(:ili)0t^o r 
3-2WfISi:U, p/r^MI* TO J *«B6U TO J *»«M»5 2 

0 1 UlU^tSo 
[0 3 2 7] 

j£««3*&5 2 0 Hi, r 3-2<7)flJS TOj *Jfc#LfcO*>, l~U 
[0 3 2 8] 

-etT> %2 Xtl^v? T 5 2 0 4«*C, r 3-20gI^t^>o H 2 
Xt}'*y 77 5 2 0 4IJ, fjIB^^^^lt-C, *i:!)«II2»:r3-2tR 

[0 3 2 9] 

Sfc!)*«2**r 3-2tS«t4fc, 7°n^7t2 0 1±t\ (fto) FT 
P^_^- (i ^. y 77 -^-_^-7n-(:«totyx;i'^iU r 3 - 2 K&i 
*L**IE£v^n- K^TLinno j5H8t2^»ttftl»2 0 2 

[0 3 3 0] 

H1ilT9-At$«Lfc77>f7^t-lH»5 1tt, tT, RfH^-A'WS 
ffil 0 7 fc, T*-t**lJ«IU* h*£3«Bl 02^ ;^7l-7^^10Ui: 

7>n0 2^P>«WT7-txMt^o Ki^-«H510 7 

f±, T7-AO£M*«M£lf&B&5 2 0 1 H<>afcr*-*o 
[0 3 3 1] 

T7-A$fI5l^(tfciIW5 2 0 Hi, f:^i:FTP77^T> 
> 3 0 2fc<&»«*i«Wrr*o 4*:, H;£L<(i, *1^7t 5 2 0 2I: 
t&SW $ ft*: r 3 - 2 *?B*i"*o 
[0 3 3 2] 
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^i^:Lt, *IE&S?#?'-* r 3-2(4, ilJ3t-T^> LT&i3<h 0 ^ 
!2Cli|t)ii, FTPt-A'4 0 2 KpJjtL&v* (H5 7#jS) o 
[0 3 3 3] 

(» 1 4 mm%m) 

2) #»£>£5fc *)^fi2^^% < t & 77^^y^fAWrtf*^ft4 * 
>^S5 9 0 1 ^$^:fx.TU^o 
[0 3 3 4] . 

43 1 0 mm. 2 -eifc^ ? *££n £*L7r-fT?*- 5 1 ^ - frW&M 
1 0 7 KT?-Ari*i£ar$*LfcRK ^;v-;v*!J5e^1 0 7(i> ££>K^-V 
v^!5 9 0 1 i:^77-A^ffi £M£n-f &o 

[0 3 3 5] 

SSSfcJfc^tfc* 9-'; >^fi5 9 0 1 (4, iiuferW* * b7-^ 4 _hO 
t _ A ' W77 ^l / yXrA 4 0 2 1 ^(DftmZ&t y)mW2±.<D7 

7 ^VyXfA2 0 1 l^MW~f2>o Zi-r&ZtKXt), &h ^^«2±W 

[0 3 3 6] 
[0 3 3 7] 

7 7;i--^il5 2C0«^-^"5 2 0 1 0«nfl-Bff#fttaaS 6 
3 0 1 %ffiz.2>o 
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[0 3 3 8] 

HiH§*yffia&6 3 o ni. ^t>»t>*L^ie^-<kx* i p 

/^ 7 h £ft-^L/iA7J I P'^ -7 h 4> <T> 5 2 0 1 ^{SiiU 

•9-/^5 2 o lfrbnbtitzmui y Yzm^itLtzm^imtn P'<* 

[0 3 3 9] 

-^ffcffiM^frft&^Kfc, i5i: •)Hit^O»ji«:ff9 ^t^^o 
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